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Abstract: Based on the “1811” outline layout for the development of smart urban rail transit in China issued by the China
Urban Rail Transit Association and action plan for the development of smart rail transit in Beijing led by Beijing Infrastructure
Investment Co., Ltd., and relying on the advantageous resources of “government, industry, university and research” of the
Beijing Collaborative Innovation Rail Transit Research Institute Co., Ltd., the standardization, automation, and multi-cloud
heterogeneous securement of a trusted cloud computing platform and big data of urban rail is studied. A big data platform
system was built to comprehensively carry, share, mine urban rail business data, conduct governance and quality evaluations,
provide full play to the circulation, interconnection, and interoperability efficiency of the urban rail big data elements, and
promote and improve the further applications of urban rail business to big data elements. Based on this, the development of a
smart city rail is promoted, the standardized “three networks” and collaborative network defense in a depth technology system
and its key symmetric and asymmetric password application technology is built, and the cloud security capability of urban rail
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is maximized. Finally, replicable and highly available cloud platform operations, normal maintenance, and emergency
management system and mechanisms are studied to ensure the business continuity of the urban rail cloud, data security, and

the intensive operation and management of the cloud platform infrastructure.

Keywords: orbital cloud; cloud heterogeneity; big data collection; network security; operation and maintenance
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Figure 1 Overall research architecture
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Table 1 Principles of deploying the business app to cloud platforms
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Figure 2 Overall architecture of the data sharing and exchange platform
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