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Defense-in-depth System for Integrated Network Security Inside
and Outside the Cloud

SHI Yongfei
(Xiamen Rail Transit Group Co., Ltd., Xiamen, Fujian 361010)

Abstract: Based on the current situation of network security construction in the urban rail industry and research on the
application of new technologies in the network security industry at home and abroad, this study analyzes the network security
risks of the urban rail cloud. Beginning with the 20-character policy of guaranteeing compliance and ensuring safety, we study
a construction method for an urban rail cloud-integrated network security in-depth defense system, propose step-by-step
construction steps of the security capabilities and concept of differentiated security capability construction in different
network domains, and discuss the urban rail cloud. The security operation maturity model of the security operation and
maintenance center and goals of each stage provide guidance for the subsequent security planning and construction of cloud
platforms in the urban rail industry. A comparative analysis of innovative technologies such as software-defined security, zero
trust, cloud workloads, and security operation and maintenance centers verifies the innovative application scenarios of related
technologies in an urban rail cloud. The technologies introduced by the innovative technologies are analyzed. The results
provide good reference significance for deepening the defense-in-depth system of urban rail cloud network security in China.
Keywords: urban rail transit cloud platform; network security; defense in depth; zero trust; software defined security; host
security; security operation center
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Figure 1 Rail network integrated security protection system
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Table 1 Operational maturity goals of security operation
and maintenance center
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Table 2 Comparison of software-defined security technology routes
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Table 3 Comparison of endpoint security technology routes
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