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Information Security of Automatic Train Control System for Urban Rail Transit

JIA Xiaozhe
(Beijing Urban Transit Technology Co., Ltd., Beijing 100160 )

Abstract: With the development of computer and Internet technology, information security has attracted more and more atten-

tion, so has the ATC (automatic train control) system of urban rail transit. More and more cities have specified in their invita-

tion of tender that signaling system shall meet Level -3 requirements for information security. The paper analyzes the physical

security , network security, host security, application security and data security according to the criteria for evaluation of infor-

mation security, taking CBTC ( communications-based train control) system, which is currently used in most urban rail transit

projects, as the subject. The analysis results indicate that the vulnerable network security and host security could be improved by

strengthening security audit, border protection and intrusion prevention. These findings may be used as references for the infor-

mation security for ATC system.
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Tab.1 Levels of information security
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Fig. 1 Structures of a typical CBTC system
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Tab.2 Assessment of CBTC information security
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Fig.2  Structures of information security for CBTC
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