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Abstract: This paper introduces a remarkable application of near-field communication (NFC) technology in subway ticketing.
NFC technology has certain advantages in natural security, bidirectional authentication, and causes less change to the original

automated fare collection (AFC) system. However, it has some security risks in communication, equipment, software, and

environment. This paper analyzes the security threats of NFC in the aspects of internal transmission, software/hardware, and

environment, and proposes an improvement method in software technology and a three level warning method for data risk

monitoring in the background, and uses double security mechanism to avoid security threats while ensuring that NFC

technology gains revenue in subway applications and avoids loss of revenue.
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