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Abstract: This paper proposes a hardware-friendly online defense scheme called Auto-defense against
adversarial attacks. Auto-defense is composed of a broad-spectrum detection algorithm which uses autoencoders
to approximate manifolds of natural samples, a tiled DNN accelerator architecture with an efficient layer
scheduling scheme to reduce data access overhead and a hardware/software co-design method to reach the
balance of overhead and detection accuracy. The experimental evaluation shows that the broad-spectrum
detection method achieves the state-of-the-art accuracy. The proposed layer scheduling scheme reduces the
amount of DRAM access of the DNN coupled with detectors by more than 43%, thus resulting in lower
energy consumption and higher throughput. Furthermore, the co-design method reduces the energy and

execution time of the coupled network by 58% and 54% respectively without accuracy degradation.
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Algorithm 1: Layers Topo-Sort Algorithm.

Data: Network topology graph G (o, €), on-chip storage
capacity C, parameter index weight
Result: Topological sequence of layers S
1 Denote the input layer as v;, ;
2S5« ();
3 Q —{(vin, 0)} 5
a1« 0;

5 while Q is not empty do

6 Extract the vertex v with the smallest key value from Q;
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k>i
12 if 7> C then
13 ‘ Q «— QU {(nTotalSize(n) + al)};
14 else
15 L Q «— QU {(n,—FmapSize(e(v,n)) + al)};
16 IT—T+1;
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simpleCNN AP 0.9502 0.8539 0.8541  0.9616

MR 0.9600 0.9142 0.8535  0.9870

NIC 0.9361 0.9251 0.9215  0.9316
ResNet18 AR 0.9538 0.9390 0.8891  0.9466

PRI 0.9533  0.9419 0.8842  0.9553

NIC 0.9803 0.9801 0.9488  0.7003
ResNet50 Eeimil| 0.9844 09770 0.9565 0.8676

PRI 0.9791  0.9685 0.8607  0.8742
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TIMLERFEW, 4 NIC 78 BIM Kt b i
TGP —L | (BAE 12 RGBT A 9N REGIAS S
BRI T NIC, X RWIA S 5 HA FINIC #H
RIS E AR SCHY 7 R 38 TE BRI 4 Hh L
A S A ARG DNRG B2 L 30K 2 PR Ry T LB B 22 g A
RAEATIECA AW . BbAh, BR T 2 2 BIM BUil 1Y
ResNetS50 M 4541, P15 15 R Y AUC 43 50H8
THILTE TR, RUTPFEBOIT A 2 S BOfE
I TRE
33 ERZEMEBAERRNITMY

TERA R B BEAFBE PR AAET A SCHER T W ]
JETr . ASCPAG Ti47 4t (324Y) FEARHYTE
AT, &4 R T WA EE D7 % F % DRAM
FISRAM (AR 7 IR it . ASSCER A B0 DRAM
Vil f s> 1 43% LA b, mifE A, SRAM Djlh]
A FITHEIN o 3R R S AR ST A1 B 22 8 AT A
RN AE R — BN, 3K R B 8] 1) B 1 i
R TERN, Sy, DRAM EEIER S
BT SRAM. 98U 3. 1Tl R &
70% [ R GEREFE S tH N AEVT Il S R iy, Uk, @i
R DRAM V) AT DL — 2D/ NREAE

BRI bits

00 00 00
simp|eONN_base simp| eONN_ours Resnet18_base Resnet18_ours. Resnet50_base Resnet50_ours

B4 AmMEEARXNNFLEDE

A NIR T 3 HES R 2% 5 A e g 15K
I REFEAIYERE . 5 Tangram "R Al L, AR SC
PRI ETE B AT A 3 R INHER AT LAy 45
28% AU REFEIT IR /DML 41% WiB 1 THFIR] . REAEFNIZ
A7 I Ta) 0 719 48 F2 2ok BT A SO 4 9 5 O ik 6
DRAM Vil L fE .

x4 WHEAETXBEITIHE

FEEHY Pefers:  fERE/ (x10"°p))  IBFTHIA]/ms
Tangram 3.37 0.967
simpleCNN

Bk 1.65 0.399
Tangram 111.0 35.5

ResNet18
Rkl 47.9 10.8
Tangram 482 147.0

ResNet50
GRS 347 85.8

3.4 HEHHEIZITTHITRG

R3CLL ResNet18 Bl B A Ul B3t i # . 1
P8, TN B R AR R PP A A 0 25 ) ARSI B 2
B, PR B IR im0 8 AR A, I S A A
DIEE . SRS 30 Iy 3k Le ke I 25 1 i A 4 (A3t 255
DI IR HERR AT A . B 5 R — AR
K, o g — A R B A R 25 2H 5 19 AUC 4
BOFRERE . Zc b IXBUY SR A & AUC 3 EORHIRRE
FE, ERRIERE. B, ASCEPEE TRy L SR
FRIBT T . A R AT A R
SRR IES . RIFE, AT LAE ko 5B 1A 3 AR
I 2% >k £ 21 simpleCNN Fl ResNet50 %) P [6] 1% i1
AL

£ I BN I

ACHE

£ 160

#E#E/ (<1010 po)
BEl5 ResNetlSHEERERNZFHEH AUC /-
BEFE B

5N T HERR L5 E ORI AR A | feff ] 4
AURIR R BRI B 0 T s T RS . S5 0%
BT, AHC R A HER W 2%, 2RI EHZE
(BCEEAY) G-l as, &N REFERIZ AT
I TR %) P B A TR R o 3 T 4 R 2% A A 1
W28 1) ) 28 4 1 2 S LR 1Y - AT IR BT 55 1Y
TR I 28 0 26 v it AR 22 45 AR ok S B R R R I 1)
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W, HRENSEECH M, T
K PATTELAR AL 55 1) A St o5 I 26 3222 42 3%
BRAI, SEEAR L, Wit RN . X T
ZE A NI 5, 5B REFE AN [A] T4 FE V5 A7
MR, Bk, ST #E & 2 R A
(R BEAFE RIS ] 4 o 33 IE R AR SCHR H A0CHE 7 P ) i
TSRO WK .
*5 FEKNES TS MENETHY
FEREL  CRIBN AN R

simpleCNN 0.41 1.65 0.32
¢ lﬁfﬁa) ResNet18 19.2 47.9 19.7
ResNet50 53.9 347.0 68.5
simpleCNN 0.048 0.399 0.158

izfrAffE]/ms  ResNetl8 4.6 10.8 49
ResNet50 8.8 85.8 13.9

FER I R BT A R A A, T LU B, R
PRI BV IR IR ARG, i xR g n £ 3
AL B HEAT 1L, J3BR 1RSI BE ) 5 2% A R
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